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Cloud Computing for IT Professionals

Cloud Computing for IT Professionals
Code: 17008-IT

Course Duration: 40 hours — Spread across 5 weeks
> Offered by: Engineering Office for Technology and Software Services Academy

@ Target Audience
pa System Administrators
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B What Will I Learn?

Foundations of Cloud Computing

Claaall (535 3a g ez laill ol A o) il agd,
Design and Manage Cloud Infrastructure
S as gl Aadai] g cpual Y13 5ea ) (ISual dlae) ala,
Implement Secure Cloud Environments
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Deploy and Monitor Cloud Applications
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Master Advanced Cloud Topics
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Course Modules
Module 1: Introduction to Cloud Computing (8 hours)

Cloud service models: laaS, PaaS, SaaS
Benefits and challenges of cloud adoption
Overview of AWS, Azure, Google Cloud
Deployment models: Public, Private, Hybrid

_* Module 2: Cloud Infrastructure and Networking (8 hours)

Virtualization basics and cloud storage
Creating virtual machines and networks
Load balancers, auto-scaling setup
Cloud network security best practices

+ Module 3: Cloud Security and Compliance (8 hours)

Identity and Access Management (IAM)

Encrypting data in transit and at rest

Cloud compliance (GDPR, HIPAA, ISO)

Vendor security tools (e.g., AWS IAM, Azure Security Center)
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%’ Module 4: Cloud Application Deployment and Monitoring (8 hours)
e CI/CD pipelines in the cloud
« Application deployment on cloud platforms
e Monitoring with CloudWatch, Azure Monitor
« Automation using scripts and Infrastructure as Code (1aC)

& Module 5: Advanced Cloud Concepts and Future Trends (8 hours)
Containers and Kubernetes

Serverless architecture and microservices

Al/ML in cloud platforms (e.g., SageMaker, Azure ML)

Edge computing and emerging tech like quantum computing

< Materials Included

I2» Digital Course Handbook

G s lee ALl e s 5 IS Jasa = 58,

3, Recorded Video Lectures

L) 5 2231 OYls e il A 5 je ) jualae,
Project Files and Cloud Lab Access

Al i) dplans el g daleall oy Ll ilils (Cloud Labs).
Quizzes & Practice Exams
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® Certificate of Completion
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=* Requirements / Instructions
&1 Basic IT and Networking Knowledge
) Aalaif 5 SISl G Ao Tdla el 68 o iy,
+ Personal Cloud Account
Apladl L) (505 30 2l e n el 5l Slawe Gla @Bl Juady (AWS, Azure, GCP).
+ Notebook for Notes
Y 5 amlaad) i e sac Ll

@ Willingness to Learn and Experiment
Al Q\JJNEMLFJ@?)@CU&)U& SJJJ\_
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