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=* 1. Introduction

SCADA (Supervisory Control and Data Acquisition) systems are essential in modern
industrial environments, allowing centralized monitoring, control, and analysis of production
processes. This course provides both theoretical understanding and practical skills in
designing, configuring, and deploying SCADA systems.

28 2. Target Audience
o Automation & Control Engineers
o Electrical & Electronics Engineers

 Industrial Operators and Supervisors

@© 3. Objectives
By the end of the course, learners will be able to:
e Understand SCADA architecture and key components

Design and configure HMI interfaces

Establish communication between SCADA and field devices (PLCs, sensors)

Ensure security and reliability in SCADA systems

Implement real-time monitoring and control solutions

4. What You Will Learn
e Overview of SCADA systems and their role in industry
o Components: RTUs, PLCs, HMIs, servers

o Communication protocols: Modbus, OPC
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herein shall not divulge the same to any third party or sell, trade, publish, reproduce or reverse engineer the same, in any manner, without EOEST prior written consent and/or EOEST prior written consent, and shall
not put in use the information for any purpose unrelated to that for which it has been transmitted to recipient. Any disclosure and use of the contents hereof shall be subject to any subsisting agreements between
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o HMI design (Wonderware, WinCC)

« Real-time data visualization and alarms

o SCADA system security and backup practices

o System integration with PLCs and smart sensors

e Practical project design and testing

(& 5. Materials Provided
o Course slides and manuals
o HMI design templates (Wonderware & WinCC)
e Hands-on lab files and exercises
o Communication protocol configuration samples
o Industrial case studies and example projects

e Access to session recordings and Q&A forums

6. Requirements
« Basic knowledge of PLCs or industrial automation
o Familiarity with electrical/electronic systems
e Laptop with Windows OS and optional software (Wonderware, WinCC demo)

« Willingness to participate in hands-on practice

® 7. Time Frame

e Total Duration: 4 Weeks

Main Branch: United building — E Shams —Front NBE
, El Siouf _Alexandria

Tel: 01102060500-01144470856

il alal — el (e 5 jlae — sasdall Sl jlae: ast Sl g il
A uSY) i gaadl — A
01102060500 - 01144470856 :¢ siki

E-mail. adelramadan@eotss-academy.com
info@eotss-academy.com



mailto:adelramadan@eotss-academy.com
mailto:info@eotss-academy.com

This document and its attachments, if any, contains confidential and proprietary information belonging to EOEST, and/or other third parties, including EOEST The intended recipient of the information contained
herein shall not divulge the same to any third party or sell, trade, publish, reproduce or reverse engineer the same, in any manner, without EOEST prior written consent and/or EOEST prior written consent, and shall
not put in use the information for any purpose unrelated to that for which it has been transmitted to recipient. Any disclosure and use of the contents hereof shall be subject to any subsisting agreements between
EOEST and the intended recipient. The copyright in this document and/or attachments is owned by EOEST while the underlying IP is owned by other Technology Providers and any reproduction or adaptation

thereof shall require EOEST’ s and/or, when needed, EOEST express written approval

Project No. Date Doc. No. Serial No Rev. Proj. dep.
2038 2025 EOTSS52038 2038/2025 00 Mechanical

A&

ENGINEERING

Q

EOTSS Doc. CODE : EOTSS/Mechanical/2038-MECH/2025

lpaasgll ¢ Lagl a3l sylasmal (quamiall £gall

Engineering office for Technology and Software Services e

e Sessions: 12 sessions
o Session Length: 2 hours per session

e Schedule Example: 3 sessions/week (e.g., Sunday, Tuesday, Thursday)

! 8. Course Format
e Live instructor-led training (Zoom/Teams)
« Practical activities in each session
o Weekly technical support and feedback
o Final project implementation and evaluation

o Certificate of Completion upon success

= 9. Detailed Weekly Breakdown

T Week 1: SCADA Fundamentals & Architecture
e What is SCADA and why is it important?
e Key components: RTU, PLC, HMI, Server
e Communication protocols overview: Modbus, OPC

o Setting up development environment (Wonderware, WinCC)
Practical: Configure a basic SCADA structure

% Week 2: HMI Design and Monitoring
o Creating interactive HMI screens

o Real-time data visualization and trend charts
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o Setting up alerts and alarms
Practical: Design HMI for a production line

T Week 3: Integration & Cybersecurity
o Linking SCADA with PLCs and sensors
e Industrial cybersecurity best practices

« Data logging, backup, and restore strategies
Practical: Connect SCADA to a PLC and simulate data

T Week 4: Final Project & Real Case Studies
o End-to-end SCADA project design
o Data testing, performance analysis, fault handling

o Review of real industrial SCADA implementations
Project: Full system design and presentation
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